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Latest

info security

STRATEGY | INSIGHT | TECHNOLOGY

Apple CEO Tim Cook Pushes Senate For Privacy Legislation

Supply Chain Attacks by Industry Type Focus on Securing Software Supply Chain

% of respondents % of respondents

Not a priority Top area of focus
Software/SaaS/Intemet Just starting to

pay attention 3% 8%
14%

Other Tech Industries 3% N =61

Non-Tech Industries 20% 3% N=249 29%
Somewhat of

an area of focus Significant area

Noimpact = Minorimpact »Moderate impact = Significant impact of focus

Anchore 2022 Software Supply Chain Security Report

120CT 2021 |

Over 90% of Firms Suffered Supply Chain Breaches Last
Year

Source : https://www.infosecurity-magazine.com/news/90-firms-supply-chain-breaches/



SUPPLY CHAIN ATTACKS...
THE ONES WE HEAR ABOUT

’
2 18,000+ customers
solarwinds 7 -
50+ Managed Service Providers

35,000+ Java Packages
Untold millions of Devices, Applications and

Security Teams impacted




NETWORK & APP INVERSION
>70% OF TRAFFIC IS NOW CLOUD BASED

Traditional Web Public Cloud Apps and Services Private Apps
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THE ACQUISITION AND BUT THE
IMPLEMENTATION OF 3RD RESPONSIBILITY TO
PARTY IT SERVICES HAS GOVERN STILL SITS
BEEN DEMOCRATISED CENTRALLY
AROSS YOUR . TIME CONSUMING
ORGANISATION * LARGELY MANUAL

. LIMITED SCOPE
/‘\ i it i i
YIIRA 1

PREPARATION




App Threat Encounter Rates (%)

0 5 T 10+
Platform

Al

Android

i0s
Verticals

All Industries

Energy/Utilities

Financial Services
Government
Healthcare/Pharmaceutical
Manufacturing
Retail/Wholesale
Telecommunications

Other

(® mapbox

.‘. .
¢
lceland
55% Finland
21%
Ugited
Kingdom Belarus
28% 4.4 %
Spain Albania  pzerhaijan
3.6% 1,386 3.6%
”ﬂ' EEYPt United Arab
74 Emirates
3.8%
Cote d'lvoire Ethiopia
ECLD 16%
Angola Malawyi
13% 330,
South Africa
4.3 %
SO os/app 03 ap
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American
Samoa
1.3%

New Z&aland

07 %

Hong Kong Mexico
XL 27 %
Guam
15 %
alaysia
%
American
Samoa
1.3 %
Australia
26.9 %
New Zéaland
a7 %

5.6 %

Colombia

Peru
390 Brazil

22%

Argentina
31%



JUST HOW BIG IS YOUR 3RD PARTY
SUPPLY CHAIN?

« Small organizations with <500 users
« Medium organizations with 500 - 2000 users Jj ‘ 1265
« Large organizations with 2000 - 4000 users ‘ 1 , ‘ ’ |
« X-Large organizations with >4000 users 1 " E
3 now 9
The number of apps increases with organization size, W J m a . %
organizations averaging 1,265 apps in December 2020. ]
Number off . m
1,427 Cloud Apps discovered a .
. P . . 61.18% Risky Apps
1200 ()‘h’lslhlllt}r and control over unsanctioned 3aa$ Services Yy App g * g
c
1000 163 new apps discovered in the last 30 days . %
ecurly c
800 4 a 3
-
600
[713 Total Cloud Storage Instances Detected
400 1 Visibility and control over data upload to cloud storage (21 instances with ABC Corp’s instance IDs) e
200 - instances with non-approved vendor/party [i m ®
34,552 uploads to unsanctioned instances blocked :i
U. .
= 2021
m
& _
s %

«% netskope

Source : Cloud and Threat Report: Shadow IT in the Cloud (https://www.netskope.com/blog/cloud-and-threat-report-shadow-it-in-the-cloud)



5%

95%

Actual and Projected Number of Cloud Apps
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Source : Netskope Cloud Confidence Index & Projected Analysis




TRADITIONAL 3RD PARTY RISK PROGRAM
BUILDING BLOCKS

A
% Legal Risk (@) Operational Risk

“—
9 Financial Crime Risk Y;T ESG (e.g. Modern Day
l

(e.g. ABC, CTF etc.) Slavery)

Technology Risk m‘ﬁ Cyber Risk




SCHEDULED TIERED
REASSESSMENTS

CONTINUOUS RISK
MONITORING

- DETERMINE INHERENT RISK - REAL TIME INFORMATION

 TIER BASED ON CRITICALITY « REAL TIME CONTROL
- REASSESS EACH TIERON A

SCHEDULE:
o TIER1- ANNUALLY
o TIER 2 - EVERY TWO YEARS
o THE REST = RISK ACCEPTANCE

* INTELLIGENCE LED -
DATA DRIVEN DECISIONS
- ADVANCED ANALYTICS




SO WHAT DOES THE INHERENT RISK LOOK LIKE?

— «% netskope —
THREAT LABS

Poor
87%

Low
Medium 6%
4%

High
2%

)
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50,000 Cloud Apps — Ranked from Excellent (1%) to Poor (87%)

e netskope



CLOUD APP CATEGORIES WITH THE

POOREST SCORES — &% netskope —
THREAT LABS

application suite

help desk management
streaming @dUCAtiON web design shopping

business intelligence webmail finance jobs search
web hosting  survey solutions |ga & paas knowledge management

domieasablevisee 4 lication Mmanagement  consumer  logistics

isp & telco

marketing commerce tools |

erp collaboration

business process management search &career

development tools hr web analytics

cloud backup  content management data analytics 3ccessmanagement
security real estate file converter

. hews & media CI’I ) [
food & drink site & blog




EXTERNAL APPS
(SAAS & WEB)

WORK FROM
ANYWHERE,

BYOD, THIRD PARTY
% netskope

APPLICATIONS

v
11

A

Security
Service Edge

INTERNAL APPS (DATA
CENTER / IAAS)

HQ AND
BRANCH



APPLICATIONS

EXTERNAL APPS 7 INTERNAL APPS (DATA

(SAAS & WEB)

CENTER / IAAS)

OPTIMIZATION
QOS

WORK FROM

ANYWHERE, BRANCH
BYOD, THIRD PARTY USERS

«% netskope




Zero Trust Engine

Identity/Access
MFA, SSO, ZTNA
Step-up Authentication

)
Cloud Conte)q @ . App Trust
Web, Saas, laas Traffic o 50,000 apps & services
Decodes Cloud Tratfic Actionable in policies
App, Instance, Activity Real-time Coaching
Threat Protection
Anti-malware, ML Analysis A o lUS_gr TrgSt <. Data Exfiltrati

Malicious Docs, Phishing " netskope Insiders, Compromise, Data Exfitration
Sandbox. RBI. CFW. IPS ser confidence index scoring (UCI)

Actionable in policies
Zero Trust
Data Protection Engine _
Inline & API for Un/Managed Apps Device Trust | |
Al/ML Document/Image Classifiers Posture Checks, SW/Conﬂ_g, Location
Web, SaaS, laaS, Email, & Endpoint Un/Managed, Laptop, Mobile
( = )
Analyti ::}
. a yt €S o Ecosystem Trusts
Continuous Monitoring A\ 0C Sh Aut on/Workf
Behaviors, Trends, Unknowns P a”rt]gR lli%mah'on OrKHiow
Closed Loop Policy Refinement 0g EXport, RISk Exchange

e netskope

15



Cloud Confidence Index (CCI) NETSKOPE CLOUD CONFIDENCE INDEX™
CONTINUOUS REAL-TIME ASSESSMENT

CCI LEVEL Search App Name

es - oseo Do OF APP RISK

dWS

CUSTOM APP TAGS

Amazon Database
All Custom Tags

Amazon Database provides managed database

IT-Dept Sanctioned Only services that includes relational databases for... {&@N» 50,000.|. CLOUD SERV|CES, AND COUNTI NG;
& REVIEWED EVERY TWO WEEKS

CorporateSanctionedApp % K K — — _]]

Googe D A

APPLICATION CATEGORIES gOOgIE'dOCS Microsoft A

| e
docs.google.com windowsazure.3 ,[ X CSA CCM AS A BASE WITH
(@

VULNERABILITIES, BREACHES AND
TERMS AND CONDITIONS ADDED

All Categories
Google Docs brings your documents to life with Microsoft Azurei

smart editing and styling tools to help you easily... infrastructure, crea

Advocacy Groups & Trade
Associations

App Admin Console

& D

Work.com Amazon DynamoDB /\/l RISK SCORES CAN BE
Arts work.com dynamodb.amazonaws.com
USED IN POLICIES

Application Suite

Work.com is a corporate performance Amazon DynamoDB is a fully mane

Auctions & Marketplaces management platform for sales representatives... database service that provides fast &

Automotive

Business Amazon Elastic Container Service a AWS Lambda

T e Tal el als -~ 1 | i NP — o B e B R S -~ — | 3 W o nm B o e B ol o

% netskope



Application Trust

Cloud Confidence Index (CCl) - Sample Entry for Amazon Web Services EC2

N

CCl > l1aaS/Paas >

Amazon EC?2

Q search apps to compare (maximum 2)

aws TREND
@') “ 0 e o—0o—0—0—0—0—0—0o o

Amazon EC2

ec2,amazonaws.com

Enterprise Unsanctioned  #

0
04/21 05/21 06/21 07/21 08/21 09/21 11/21 0122 02j22 03/22
DOMAINS
ec2-instance-connect.af-south-1.amazonaws.com, ec2-instance-connect.ap-east... Show All ==}
USERS #SESSIONS BYTES DOWNLOADED BYTES UPLOADED FIRST ACCESSED

0 0 0 Bytes 0 Bytes 04/26/22

ACTIVITIES

Approve , Attach, Copy, Create, Delete, Deregister , Detach, Download, Edit , Enable, Logout, Move , Purchase , Reboot , Register , Reject, Search, Send , Share , Shutdown , Start, Stop,
Terminate, Upload, View , View All

SUMMARY

Amazon Elastic Compute Cloud forms a central part of Amazon.com cloud-computing platform, Amazon Web Services, by allowing users to rent virtual computers on which to run their own computer
applications. EC2 encourages scalable deployment of applications by providing a web service through which a user can boot an Amazon Machine Image to configure a virtual machine, which Amazon calls an
instance, containing any software desired. A user can create, launch, and terminate server instances as needed, paying by the second for active servers hence the term elastic.

Terms of Use

CATEGORIES
CERTIFICATI
Certifications and This category investigates th ce and Data Center Certifications. This category helps you comply with regulations and industry guidance
Standards that matters to your business.
Data Protection DETAILS MANAGE MY IMPORTANCE

What compliance certifications does the app have? B ©
o HIPAA
« PCIDSS & 9

» SP800-53/FedRAMP

GAPP
Disaster Recovery and COBIT

Business Continuity TrustArc

# Privacy Shield
Legal and Privacy (4] PrivacyMark (Japan)
No published support
Under Research

Access Control

Auditability
Mot Important Very Important

Vulnerabilities and
Exploits
Tawhat data ranter ctandarde daece the ann adhara? B 0

GDPR Readiness ©

Similar Apps By Sessions

@ Amazon Web Services 64 @
& Microsoft Azure 47 @
= Google API Console 30

Linode 40

« DigitalOcean

Top Users By Sessions

No data found

Location of Headquarters

Q

i

. -~
United States y

Colamblar— ¢ | 7



CONTEXTUALISE THE RISK TO YOUR ORGANISATION

Cloud Confidence Index (CCI)
Cloud Confidence Index (CCI)

All Apps - Cloud Confidence Index (CCI)
- (‘ 1 -
CCILEVEL Search App Name Discovered Apps CANCEL
Sanctioned Apps v APPLY CH
CEET) matches found.
L) oo I Search App Name -
CCI LEVEL Search App Name Q Search for apps by name
dWS 358
. €EED) matches found.
CUSTOM APP TAGS — Y aOdeems DS € matches found
b o é oo ’
Amazon Database
All Custom Tags / =
Amazon Database provides managed | Microso m
IT-Dept Sanctioned Only services that includes relational datalj SoEellda e Azure ST APPTAGE & Google Drive o ‘

Microsoft Azure

CorporateSanctionedApp

APPLICATION CATEGORIES

All Categories

Advocacy Groups & Trade
Associations

App Admin Console

Application Suite

Arts

Auctions & Marketplaces

Automotive

Business

Business Intelligence and Data
Analytics

Business Process Management

Chat, IM & other
communication

Google

google-docs

docs.google.com

Google Docs brings your documents ti
smart editing and styling tools to help

&

Work.com

work.com

Work.com is a corporate performance
management platform for sales repre

Amazon Elastic Container Service ‘

Amazon EC2 Container Service

ecs.eu-west-3.amazonaws.com

Amazon Elastic Container Service (An
amanaged container orchestration service....

All Custom Tags

IT-Dept Sanctioned Only

CorporateSanctionedApp

APPLICATION CATEGORIES

All Categories

Advocacy Groups & Trade
Associations

App Admin Console

Application Suite

Arts

Auctions & Marketplaces

windowsazure.com

Microsoft Azure is a cloud computil
infrastructure, created by Microsof|

amazon |S3

Amazon S3
s3.amazonaws.com

Amazon Simple Storage Service (A
provides developers and IT teams w

b Google Sites

Google Sites
sites.google.com

Google Sites is a structured wiki- ar
creation tool offered by Google as

computing platform. [t is a computing service tha... [

All Custom Tags

IT-Dept Sanctioned Only

CorporateSanctionedApp

APPLICATION CATEGORIES

All Categories

Advocacy Groups & Trade
Associations

App Admin Console

Application Suite

Arts

Auctions & Marketplaces

Google Drive
drive.google.com

Google Drive provides a single place to store,
access, create, edit and share documents, files, an...

8" Microsoft | Microsoft 365

Microsoft Office 365 Suite
login.microsoftonline.com

The Microsoft Office 365 Suite listed in Netskopes
application suite category tracks user...

&& OneDrive

for Business

Microsoft Office 365 OneDrive for Business
officeapps.live.com

OneDrive for Business is Microsoft's cloud storage
offering. Users can store, sync, and share their...

¥

Microsoft Office 365 Sharepoint Online
sharepoint.com

Microsoft Office SharePoint Online is a cloud-
based service that helps organizations share ar

Z200Mm

Zoom
Zoom.us

Zoom unifies cloud video conferencing, online
meetings, group messaging, and software-defir

3= slack

Slack
slack.com

Slack is a team communication application
providing services such as real-time messaging



Continuous Assessment of App Risk feeding your adaptive & context-driven

!

security controls

!

: App App Risk URL Activity User Risk Policy
Ly Instance Rating Category Controls Rating VRN Action
O b @
G) & 2| D
Managed N 14 Contextual:
Pat Smith Zippy Company Poor Allow
Accounting @ Share O rating %(Ij:gl?
Logged in as - (high risk) Encrypt
: Personal/ Managed | Hol
psmith@ BYOD g oeg | Personal Breadth of Legal Hold
gmail.com hmanage 50K+ Apps Quarantine
Vulnerability Real-time, Customizable
User Coachin
Device v Managed / Unmanaged .
Targeted Threat Activities
. So
Attack Geolocation " Close
Ta rget Fie Sharing Site Blocked Due to Low Cloud Confidence Level
U ser You Il1lave l;et:n bI:cII;ed from accessing Zippyshare due to its rating falling below
@ User Controls fOIIOW the data If you require accessio this site, please indicate the reason why in the box below.
B h . (h3ur standard file sharing application is Microsoft OneDrive. You can access that
ehavior _ =
Data Source Data BEhaV|Or

Threat Intel
Data

Geolocation

Compliance
Data Classification

. . This window will auto-close in 51 seconds
Maturity Vulnerability oK
Financial Viability




COLLABORATE DON’T RESTRICT

GOOGLE DRIVE = https://drive.google.com

L L L

Personal Corporate Partner

\1/

DATA




Proceed
10%

USE RISK TO
ENABLE THE
BUSINESS

\ A Stop
Temporary Access Allowed - Justify 90%

ARARRARARA

Providing Risk Associated Guardrails educates

If you have a business reason for performing this
action provide an explanation

Hi, mferguson@netskopeacmeinc.onmicrosoft.com, the activity you are
trying to perform is not authorised.

Diagnostic Information:
- Application: Microsoft Office 365 OneDrive for Business

- Activity: Delete

O Justify Usage
(O Report False Positive

Please close this tab.

the end users in real time.

This window will auto-close in 59 seconds




RISK POLICY FRAMEWORK

3'd PARTY RISK IDENTIFICATION

!

A% piscover

‘% \ CLASSIFY

ANALYZE
5l ACTIVITIES

RISK MITIGATION

—9 CONTROL
@EE] & COACH

503 PROTECT

« Cloud Apps in use
Risky websites
visited

Users/groups
accessing cloud
apps & risky services

- Risky Cloud Services
- Defining new

perimeter

- Tagging instances

- User activities to

cloud services

- Data movement

between Cloud
Services

- Org Risk based upon

activity mapping

- Malware & access to

risky websites

- Activity-based

policies with
coaching policies
based on user risk,
device posture

- Use DLP on a

reduced surface area
& apply to specific
activities that carry
risk of data loss to
unauthorized
instances of
authorized
applications.

<~ MONITOR & REVIEW







