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PREPARING FOR 

THE RISE IN

SUPPLY CHAIN RISK
Brian Zerafa, Regional Director, Netskope 



Source : https://www.infosecurity-magazine.com/news/90-firms-supply-chain-breaches/



SUPPLY CHAIN ATTACKS…

THE ONES WE HEAR ABOUT

18,000+ customers

50+ Managed Service Providers

35,000+ Java Packages

Untold millions of Devices, Applications and 

Security Teams impacted
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Traditional Web Public Cloud Apps and Services Private Apps

Network 
Traffic

• Digital transformation is 
shifting network load to 
internet

• Explosive growth in SaaS & 
IaaS adoption

• Controls need to follow the 
data and the Applications

NETWORK & APP INVERSION 
>70% OF TRAFFIC IS NOW CLOUD BASED



THE ACQUISITION AND 

IMPLEMENTATION OF 3RD

PARTY IT SERVICES HAS 

BEEN DEMOCRATISED 

AROSS YOUR 

ORGANISATION

BUT THE 

RESPONSIBILITY TO 

GOVERN STILL SITS 

CENTRALLY
• TIME CONSUMING

• LARGELY MANUAL

• LIMITED SCOPE



Source : https://www.lookout.com/resources/app-threats-map



Source : Cloud and Threat Report: Shadow IT in the Cloud (https://www.netskope.com/blog/cloud-and-threat-report-shadow-it-in-the-cloud)

JUST HOW BIG IS YOUR 3RD PARTY 

SUPPLY CHAIN?
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TRADITIONAL 3RD PARTY RISK PROGRAM

BUILDING BLOCKS

Legal Risk Operational Risk

Financial Crime Risk

(e.g. ABC, CTF etc.)

ESG (e.g. Modern Day 

Slavery)

Technology Risk Cyber Risk



• DETERMINE INHERENT RISK

• TIER BASED ON CRITICALITY

• REASSESS EACH TIER ON A 

SCHEDULE:

⚬ TIER 1 - ANNUALLY

⚬ TIER 2 - EVERY TWO YEARS

⚬ THE REST  = RISK ACCEPTANCE

SCHEDULED TIERED 
REASSESSMENTS 

CONTINUOUS RISK 
MONITORING

• REAL TIME INFORMATION

• REAL TIME CONTROL

• INTELLIGENCE LED –

DATA DRIVEN DECISIONS

• ADVANCED ANALYTICS
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2%
4%

6%
87%

SO WHAT DOES THE INHERENT RISK LOOK LIKE?

50,000 Cloud Apps – Ranked from Excellent (1%) to Poor (87%)



CLOUD APP CATEGORIES WITH THE 

POOREST SCORES



EXTERNAL APPS 
(SAAS & WEB)

WORK FROM 
ANYWHERE, 

BYOD, THIRD PARTY USERS

APPLICATIONS

HQ AND
BRANCH

INTERNAL APPS (DATA 
CENTER / IAAS)

?
Security 

Service Edge



EXTERNAL APPS 
(SAAS & WEB)

WORK FROM 
ANYWHERE, 

BYOD, THIRD PARTY USERS

APPLICATIONS

HQ AND
BRANCH

INTERNAL APPS (DATA 
CENTER / IAAS)

UBA

RISK

FWSWG

DLP

CASB
DNS

DEM

RBI

ATP

WAN 
Service 
Edge

SD-WAN 
OPTIMIZATION 

QOS

Enterprise Data 

Protection at 

its CoreNPA

Centralized Policy 

Enforcement Point 

in the Cloud

Visibility to all 

Apps, Instances & 

Activities

Worlds Largest 

Security Edge 

Infrastructure
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Zero Trust Engine Identity/Access
MFA, SSO, ZTNA 

Step-up Authentication

Cloud Context
Web, SaaS, IaaS Traffic

Decodes Cloud Traffic

App, Instance, Activity

App Trust 
50,000 apps & services

Actionable in policies

Real-time Coaching

User Trust 
Insiders, Compromise, Data Exfiltration

User confidence index scoring (UCI) 

Actionable in policies

Data Protection
Inline & API for Un/Managed Apps

AI/ML Document/Image Classifiers

Web, SaaS, IaaS, Email, & Endpoint

Threat Protection
Anti-malware, ML Analysis

Malicious Docs, Phishing

Sandbox, RBI, CFW, IPS

Ecosystem Trusts
IOC Sharing, Automation/Workflow

Log Export, Risk Exchange

Zero Trust 

Engine 
Device Trust 
Posture Checks, SW/Config, Location

Un/Managed, Laptop, Mobile

Analytics
Continuous Monitoring

Behaviors, Trends, Unknowns

Closed Loop Policy Refinement



NETSKOPE CLOUD CONFIDENCE INDEX™

CONTINUOUS REAL-TIME ASSESSMENT

OF APP RISK

50,000+ CLOUD SERVICES, AND COUNTING; 
REVIEWED EVERY TWO WEEKS

CSA CCM AS A BASE WITH 
VULNERABILITIES, BREACHES AND 
TERMS AND CONDITIONS ADDED

RISK SCORES CAN BE 
USED IN POLICIES
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Application Trust
Cloud Confidence Index (CCI) - Sample Entry for Amazon Web Services EC2

CCI score has changed 

based on company 

preferences (90➞99)

The user activities that 

can be tracked and 

controlled in policy.

Changes in the CCI score 

by month

GDPR readiness of the 

app as assessed by 

Netskope

The categories the CCI 

score is calculated across

Assessed areas within each category

Weighting can be 

adjusted which will affect 

the CCI score

The users consuming the 

application (if any).

All domains used by the app.



CONTEXTUALISE THE RISK TO YOUR ORGANISATION



Identity
Device

Risk
SaaS App

App 
Instance

App Risk 
Rating

URL 
Category

Activity 
Controls

User Risk 
Rating

Threat DLP
Policy 
Action

Pat Smith
Accounting

Logged in as 
psmith@

gmail.com

Managed

Personal/
BYOD

Google 
Drive

Managed
Unmanaged

Company

Personal

Excellent 
rating

(low risk)

Breadth of 
50K+ Apps

Cloud 
Storage

130+ 
categories

Upload
Share
Create
Delete
Move

Download
(120+)

Behavior 
Tracking

(moderate 
risk)

(UEBA)

Threat Intel
AV

Sandbox
IPS
ML
CTE

DLP Rules, 
ML, & OCR

Contextual:

Allow
Coach
Block

Encrypt
Legal Hold
Quarantine

93 ↓863↓863

Continuous Assessment of App Risk feeding your adaptive & context-driven

security controls

User

Behavior

Vulnerability 

Geolocation

Controls follow the data

Financial Viability 

Maturity 

Compliance 

Threat Intel

Targeted Threat Activities 

Vulnerability 

Data Classification

Data Source Data Behavior 

Attack 
Target

Geolocation

Managed / Unmanaged 

Real-time, Customizable 

User Coaching

Zippy 
Share

14

Poor
rating

(high risk)

Device

App

User

Data



COLLABORATE DON’T RESTRICT

DATA

GOOGLE DRIVE = https://drive.google.com

CorporatePersonal Partner



Stop
90%

Proceed
10%USE RISK TO 

ENABLE THE 
BUSINESS

Providing Risk Associated Guardrails educates 

the end users in real time.



MONITOR & REVIEW

3rd PARTY RISK IDENTIFICATION

• Cloud Apps in use
• Risky websites 

visited
• Users/groups 

accessing cloud 
apps & risky services

DISCOVER CLASSIFY

• Risky Cloud Services
• Defining new 

perimeter
• Tagging instances

ANALYZE 
ACTIVITIES

• User activities to 
cloud services

• Data movement 
between Cloud 
Services

• Org Risk based upon 
activity mapping

CONTROL 
& COACH

• Malware & access to 
risky websites

• Activity-based 
policies with 
coaching policies 
based on user risk, 
device posture

RISK POLICY FRAMEWORK

• Use DLP on a 
reduced surface area 
& apply to specific 
activities that carry 
risk of data loss to 
unauthorized 
instances of 
authorized 
applications.

PROTECT 
DATA

RISK MITIGATION



THANK YOU


