Successful Cyber Strategy
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How To Ensure Your Sirategy Succeeds
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Cyber Strategy Pitfalls
Not Business
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Benefits of an Effective Sirategy

Reduce Risk Business Buy-In




Six Steps to a Successful Cyber Strategy

| Step6 « Implementation

Metrics

o Control Gaps

Key Drivers

Principles |
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Step 1: Business Alignment

Aligned to Business
Strategy

Revenue Streams

Aligned to IT initiatives Go-to-market

Business Growtk =




Step 2: Cyber Strategy Principles

The guiding principles that underpin the strategy

Example:

« Develop and Govern a Healthy Security Qulture

- Manage Risk in the Language of Business

- Establish a Control Baseline

- Snplify and Rationalize IT and Security

« Contral Access with Mnimal Drag on the Business

- Institute Resilient Detection, Response and Recovery

' www.darlgreadinq.com/operations/applvinq—the—80—20—ruIe—to—cvbersecuritv—/a/d—id/1338205


https://www.darkreading.com/operations/applying-the-80-20-rule-to-cybersecurity-/a/d-id/1338205

Step 3: Key Cyber Strategy Drivers

DODD

Controls Risk
Uplift Reduction ~

Compliance




Step 4: Identifying Cyber Control Gaps

Risk Register < > Threats
Business
Audit Findings [ Asset Known vulnerabilities
Centric
| PIR/Lessons Learned < > Gaps against a framewor
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Avoiding Waste

Low cost/no cost
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Leveraging Cost Return on
existing containment Security
| investment Investment




Step 5: Effortlessly Measuring Success
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Maturity Uplift Example — NIST CSF

IDENTIFY

RECOVER PROTECT
=&=Control Maturity

=®=Target Maturity
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OKR Example

Objective: Reduce risk

- Key Result 1: Close or reduce risks through the implementation of
compensating controls

- Key Result 2: Close or reduce risks through by improving the
efficacy of existing controls
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Step 6: Tested Implementation Formula

Control Control Efficacy ¢

Requirement/Benefit Control Maturity ¢

Actions/Work Risks Addressed ¢

Impacted Compliance Cross- |
Teams/Resources Reference
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Understand the business

Revenue GTM Strategy

Cyber Principles

Security Culture Manage Risk Control Baseline Simplify Security Minimise drag Early detection

Key Cyber Drivers
Risk Reduction Control Maturity Regulatory/legal/contractual Threat Landscape
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Cyber Control Gaps
Risk Register Audit findings Pen test findings Maturity

Measuring Success
Risk Reduction Objectives & Key Results Maturity Uplift
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Implementation
Identify Detect Protect Respond Recover
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Target State
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Successful Cyber Strategy Takeaways

Business Alighment

Increases Chance of Metrics
Success Measure
Success

Risk

Complianc
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