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The Runtime-Powered
Cloud Security Platform

Upwind brings a new approach that redefines the speed, visibility and actionability
of cloud security. Instantly identifying the critical risks, getting to root causes,
and halting attacks in real-time.

Accelerate productivity and empower your dev, security, and devops teams to
innovate within a secure & efficient environment.

Upwind provides end to end capabilities to
secure your cloud infrastructure
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Your Runtime Graph

Uncover threats & attacks and
filter noise from your
environment by understanding
your cloud baselines with a
comprehensive services & APls
network topology, file and
process execution across your
workloads on a timeline-based
topology graph.
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# Malware vulnerability insights

Your most common vulnerability is CVE-2023-36665, known as
"Protobuf.js Prototype Pollution”. It is crucial to prio.. show more
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The image "Debian-11-bullseye-v20230306" isn't optimized. 95%
of its vulnerabilties are inactive due to unused packa... show more
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Stop Attacks in Real Time

Automatically detect & block
threats, ransomware attacks

and data exfiltrati
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The image "Debian-11-bullseye-v20230306" has 5 critical
vulnerabilities and s used by 606 resources, stands ... show more

High (10)
Other (8)

Critical (15)

Detections © x
«
Thr (o}
o oens © @ ° °
i
Q search Views 3 Open detections X
Resource «  Riskoverview ~  Lastseen v ¥ More
© By threat (15) & By account (15) €

> M e Acritical reverse shell occurred on internet-exp
® Acritical severity crypto mining is executing on
> .M Acritical severity crypto mining is executing on an
> .M Aciitical-severity network scanning occurred on ¢

v .l Acritical-severity web attack on internet-exposed

© Spark

a5 Upw

@ eu-west-2 / ® eks-prod int
© db_pyton 7 times

= Upwind_AW.

db_pyton 7 times

® db_pyton 7 times

= Upwind_AWS | & t-2 / @ eks-prod in
 db_pyton 7 times
o Upwind_AWS / @ eu-west-2 / @ eks-prod int

> . Aciitical severity crypto mining is executing on an

% Response details

© Action details v

upwind

Track Vulnerabilities Origins
in Seconds

Scan for software vulnerabilities
at build & runtime everywhere in
your stack (VMs, Containers,
Serverless). Use Runtime
context to automatically
highlight vulnerabilities that
pose actual risk to your
business and pinpoint CI/CD
pipelines & developers who
introduced vulnerabilities

in seconds.
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