
Upwind brings a new approach that redefines the speed, visibility and actionability 
of cloud security. Instantly identifying the critical risks, getting to root causes,  
and halting attacks in real-time.



Accelerate productivity and empower your dev, security, and devops teams to 
innovate within a secure & efficient environment.
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Upwind provides end to end capabilities to 
secure your cloud infrastructure



95% 

Noise Reduction

Proactively Reduce Your Attack 
Surface with Intelligent Risk 
Prioritization

Your Runtime Graph

Automatically identify “toxic 
combinations" of vulnerabilities, 
misconfigurations, excessive 
permissions, and exposed 
secrets that can be dangerous 
to your business

Uncover threats & attacks and 
filter noise from your 
environment by understanding 
your cloud baselines with a 
comprehensive services & APIs 
network topology, file and 
process execution across your 
workloads on a timeline-based 
topology graph.
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Issues Learn about Issues

Most common and critical toxic combinations All types

Issue

Java SnakeYaml Remote Code Execution vulnerability  (CVE-2022-1471) was found on 

 a resource

A container is executing a suspicious/malicious process

Pem private keys are found in a publicly exposed resource

Pem private keys are found in a publicly exposed resource

Resources

32

24

12

10

New VS. resolved issues Last 6 hours All types

Open Resolved

20

15

10

5

0

Jul 03 Jul 04 Jul 05 Jul 06 Jul 07 Jul 08 Today

Issue type All (54) Vulnerabilities (10) Detections (3) Secret (14) Posture (12) Behavioral (3)

Toxic combination In use Exploitable Fix available Public exposure Communicate with database Run on database Secret exposure Vulnerabilities

Search Issue type Severity Resource kind Cloud account Ticket Status Toxic combination More filters Clear

Policy Toxic combination  Issues Last seen

A Critical exploitable vulnerability (CVE-2018-12699) is found in a used package on a publicly exposed resource 2 issues 1 min ago

A Critical fixable exploitable vulnerability Tough-cookie CookieJar Protoyupe Pollution (CVE-2023-26136) is found in on a publicly... 2 issues 1 min ago

A Critical fixable exploitable vulnerability Zlib Buffer Overflow Code Execution (CVE-2022-37434) is found in a used package on a publicly... 2 issues 1 min ago

AWS credentials are found in a publicly exposed resource with critical vulnerability 2 issues 1 min ago

An Azure host with active internet ingress and critical vulnerability is communicating with Instance Metadata service -- 2 issues 1 min ago

A GCP host is querying a bad reputation domain or IP -- 2 issues 1 min ago

AWS credentials are found in a publicly exposed resource with critical vulnerability 2 issues 1 min ago

A Publicly exposed EC2 with critical network vulnerability is widely accessible through its management port and running a database 2 issues 1 min ago

Publicly exposed RDS instance 2 issues 1 min ago

A Publicly exposed EC2 with critical network vulnerability is widely accessible through its management port and running a database 2 issues 1 min ago

A Critical exploitable vulnerability (CVE-2018-12699) is found in a used package on a publicly exposed resource 2 issues 1 min ago

A Critical exploitable vulnerability (CVE-2018-12699) is found in a used package on a publicly exposed resource 2 issues 1 min ago



Active Protection

10x Faster to  
Root Cause

Track Vulnerabilities Origins  
in Seconds

Stop Attacks in Real Time

Scan for software vulnerabilities 
at build & runtime everywhere in 
your stack (VMs, Containers, 
Serverless). Use Runtime 
context to automatically 
highlight vulnerabilities that 
pose actual risk to your 
business and pinpoint CI/CD 
pipelines & developers who 
introduced vulnerabilities  
in seconds.

Automatically detect & block 
threats, ransomware attacks 
and data exfiltration with rich 
context from your cloud, 
workloads and application 
layers.

Detections Learn about threat detections 

Jul 03 Jul 04 Jul 05 Jul 06 Jul 07 Jul 08 Today

 Threats

SSH sessions

  Vulnerabilities

CI/CD events

Search Views Open detections Threat status Time Last 7 days Prevention status Status Severity Cloud provider Cloud account

Resource Risk overview Last seen More filters Clear

Save view

By threat (15) By account (15) By resource (15)

Policy Detections Last seen

A critical reverse shell occurred on internet-exposed resources 2 detections 1 min ago

A critical severity crypto mining is executing on an internet exposed resources with a path to sensitive data 4 detections 1 min ago

A critical severity crypto mining is executing on an internet exposed resources with a path to sensitive data 23 detections 1 min ago 

A critical-severity network scanning occurred on resources with path to sensitive data 7 detections 1 min ago 

A critical-severity web attack on internet-exposed resources 5 detections 1 min ago 

Resource name

Spark 7 times

Upwind_AWS / eu-west-2 / eks-prod internal / spark-workers

db_pyton 7 times

Upwind_AWS / eu-west-2 / eks-prod internal / spark-workers

db_pyton 7 times

Upwind_AWS / eu-west-2 / eks-prod internal / spark-workers

db_pyton 7 times

Upwind_AWS / eu-west-2 / eks-prod internal / spark-workers

db_pyton 7 times

Upwind_AWS / eu-west-2 / eks-prod internal / spark-workers

Risk overview First seen

1 min ago

Feb 23, 2023, 14:51

1 min ago

Feb 23, 2023, 14:51

1 min ago

Feb 23, 2023, 14:51

1 min ago

Feb 23, 2023, 14:51

1 min ago

Feb 23, 2023, 14:51

Last seen

1 min ago

Feb 23, 2023, 14:51

1 min ago

Feb 23, 2023, 14:51

1 min ago

Feb 23, 2023, 14:51

1 min ago

Feb 23, 2023, 14:51

1 min ago

Feb 23, 2023, 14:51

Prevention status

Active 

Expired

respondent once

None

Expired

Status

Open

Open

Open

Dismissed

Dismissed

A critical severity crypto mining is executing on an internet exposed resources with a path to sensitive data 8 detections 1 min ago 

A critical severity crypto mining is executing on an internet exposed resources with a path to sensitive data 55 detections 1 min ago

A critical-severity reverse shell executed on an internet exposed resource utilizing IMDSv1

Comment Create ticket Status Open Assignee Select...

Threats details

Inspect threat Remediation Respond

A container within your environment is executing a reverse shell tool. A reverse shell is a session created on a connection 
initiated in an opposite way than a normal connection from the resource to a potential actor's host. Threats actors create 
a reverse shell to execute commands on the target after gaining initial access to the target.

upwind_agent_sandox_2
AWS EC2 Instance

Containers

8

pods

4

Build Delivery nc

4

IMDSv1
Metadata service

Internet
29.52.33.71

First seen 10 min ago (May 20, 2023 20:00)

Last seen 10 min ago (May 20, 2023 20:00)

Severity Critical

Resource Spark worker View in map

Kind Deploymet

Path Upwind_AWS / eu-west-2 / eks-prod internal / spark-workers

Risk score 8.9

Resource risk

Triggering policy Reverse shell protection

Threats Code Impact:Process/CryptoCurrency.CryptoMinerExecuted

MITRE tactic Enterprise > Exploit Public-Facing Application

Threat ID th-68797980909090

Active detections

Severity Detection Last seen

Critical A GCP host is executing a system utility May 20, 2023 20:00

High A GCP host is executing a cryptocurrency mining process May 20, 2023 20:00

Response details Live chat with a threat expert 

Action details

Action Process termination

Action time Feb 7th, 2023 18:04

Performed by MoshikoH

Prevention Active

Remaining time 00 Days 06 Hours 20 Minutes

Prevention audit

Timestamp

Feb 8th, 2023 07:03

Feb 8th, 2023 20:00

 Action

Prevention created for 12 hours

Prevention updated to 1 day

Performed by

MoshikoH

MoshikoH

Response audit

Search Time Process name Process ID Args Container name Status More filters Clear

Response

18:0019:0020:0021:0022:0023:0000:0001:0002:0003:0004:0005:0006:0007:0008:00

Successful response

Feb 7th, 2023 22:30

Showing 6 rows

Timestamp

Feb 8th, 2023 07:03

Feb 8th, 2023 03:00

Feb 7th, 2023 22:30

Process name | ID

/bin/nc

12345

/bin/nc

12345

/bin/nc

12345

Args

-sS -T5 10.0.0.0/24

-sS -T5 10.0.0.0/24

-sS -T5 10.0.0.0/24

Container name | ID

web-app-container

1234abcd5678efgh90ijkl1234mnop5678qrs...

database-server-container

database1234abcd5678efgh90ijkl1234mno...

database-server-container_1

1234abcd5678efgh90ijkl1234mnop5678qrs...

Performed by

MoshikoH

Auto prevention

Auto prevention

Action status

Success

Success

Success

Dashboard Learn about vulnerability insights

All Application OS

Search Cloud account Upwind Severity Status Resource type More filters Clear Save view Custon reports

Current status

CVEs funnel Critical High Other

Total

445
Package in use

300
Active internet traffic

250
Exploit available

120
Fix available

15
NIST critical severity

6

Vulnerability insights Hide Live Chat with a vulnerability expert

Most frequent detection category

Malware vulnerability insights

Your most common vulnerability is CVE-2023-36665, known as 

"Protobuf.js Prototype Pollution”. It is crucial to prio.. show more

Excessive Image \ Not Optimized Image

Image insight

The image "Debian-11-bullseye-v20230306" isn't optimized. 95% 

of its vulnerabilities are inactive due to unused packa... show more

Most Vulnerable Image

Host insight

The image "Debian-11-bullseye-v20230306" has 5 critical 

vulnerabilities and is used by 606 resources, stands ... show more

You have 6 Critical CVEs to solve

Vulnerabilities Resources Images

Shell Command Injection

CVE-2022-2068

3 resources 3 images

Zgrep Shell Command Injection

CVE-2022-1271

6 resources 3 images

Curl Session Hijacking

CVE-2022-1271

2 resources 3 images

Vulnerabilities by severity

55 Total

High (10)
Other (8)

Critical (15)

Vulnerable assets by severity

806040200Kubernetes workloadsScaling groupsHosts

Critical High Other Top vulnerable container images

kibana: 1.0.1 (13 CVE)
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